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Tools we will use:Tools we will use:

FXCopFXCop

AppVerifierAppVerifier

TorpidoTorpido..

PREfastPREfast for c or c++for c or c++

FiddlerFiddler

EtherealEthereal



The Design PhaseThe Design Phase

RFC 3552 RFC 3552 -- Guidelines for Writing RFC Guidelines for Writing RFC 
Text on Security Considerations Text on Security Considerations 

Use Microsoft Guides like:Use Microsoft Guides like:
Secnet.pdfSecnet.pdf

Threats and countermeasuresThreats and countermeasures

Web Service Security Guidance.Web Service Security Guidance.

Order the Microsoft Developer Security Order the Microsoft Developer Security 
Resource Kit Resource Kit 



Threat ModelingThreat Modeling

Threat modeling must be completed during Threat modeling must be completed during 
the product design process. A team cannot the product design process. A team cannot 
build a secure product unless it build a secure product unless it 
understands the assets the product is understands the assets the product is 
trying to protect trying to protect 

Use TMTUse TMT

Read this Read this blogblog: : 
http://blogs.msdn.com/ptorr/archive/2005/0http://blogs.msdn.com/ptorr/archive/2005/0
2/22/GuerillaThreatModelling.aspx2/22/GuerillaThreatModelling.aspx



The Development PhaseThe Development Phase

During the development phase you should During the development phase you should 
implement:implement:

security tools.security tools.

security checklists.security checklists.

secure coding best practice.secure coding best practice.

Tools:Tools:
appVerifierappVerifier

FxcopFxcop



Security TestingSecurity Testing

Try Try fuzzingfuzzing..

MorphMorph

Use Fiddler to inspect sessions and Use Fiddler to inspect sessions and 
fuzzingfuzzing..

Use Ethereal to inspect traffic.Use Ethereal to inspect traffic.

use MBSA to hardness the use MBSA to hardness the enviourmentenviourment..



Starting a Security PushStarting a Security Push

A security push is a teamA security push is a team--wide focus on wide focus on 
threat model updates, code review, testing, threat model updates, code review, testing, 
and documentation scrub.and documentation scrub.

it is a concerted effort to confirm the it is a concerted effort to confirm the 
validity of the information in your Security validity of the information in your Security 
Architecture documentation, to uncover Architecture documentation, to uncover 
changes that may have occurred during changes that may have occurred during 
the development process, and to identify the development process, and to identify 
and remediate any remaining security and remediate any remaining security 
vulnerabilities you may discover. vulnerabilities you may discover. 



Final Security ReviewsFinal Security Reviews
(FSR)(FSR)

Analyze security defects from other Analyze security defects from other 
versions. (testing for a threat model)versions. (testing for a threat model)

Completing a questionnaire, which helps Completing a questionnaire, which helps 
the security team focus its effort.the security team focus its effort.

Use penetration tools like Use penetration tools like ScanDoScanDo..



Does SDL Work?Does SDL Work?

So the big question is "does SDL work? So the big question is "does SDL work? 
Does the employment of Security Does the employment of Security 
Development Lifecycle techniques result in Development Lifecycle techniques result in 
software that is more secure?" The answer software that is more secure?" The answer 
is a resounding Yes!is a resounding Yes!

We have seen the number of security We have seen the number of security 
defects be reduced by approximately 50 to defects be reduced by approximately 50 to 
60 percent when we follow SDL 60 percent when we follow SDL 
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