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Tools we will use:

EXCop

AppVerifier

oliplde.

PREfast for ¢ or ¢+
Eiddler

Ethereal







Tnreat Modeling

Threat modeling rnust ne comopleied during
ine procduct design orocess. A tearrn carnnot
oulld a secure ¢ JFO(JIIfE Lrless i

(s tne product is

Lncerstarncds £'me 21552ts |
irying to proieci
Use TVIT

Fead inis olog:
ntto: // logs.msdn.com/ptorr/arcnive/2005/0
Gu

arillaThreatModelling.aspx
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During ine developrmernt onase you sh
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curity tools.
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Securlity Testing

Try fuzzing.

Moror)

Use Fiddler o Inspect sessions and
fuzzing.

Use Einereal to Inspect traffic,
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Ise VIBSA to nardness ine enviourrnearnt.



starting a Security Pusn

A security pusrn s atearrn-wicle focus on
I tes, code review, iesiing,

rreat | morlel Lodlaies,
\r1c] JJcLlrrer[gl[Um SCruo.
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It Is a conceried effort to conflirrn ine
\/rllJFllF/ of tne Inforrnation in your Security
Arcriteciure docurneniation, to uncover
nrlmges tnzil rmay nave occurred during
the development process, and to Jdentify
arc rernec Jlrlre 2y rermalning security
vulnierapiliiles you may discover.
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We rniave seern ine nurmoer of security
lefecis pe red Lced oy approdmaiely 50 to
¢ | i we follow SDL
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