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CSRF Definition
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( Jeremiah Grossman)

< Crossi Site Request Forgery (CSRF) Forcing a
an unsuspecting user o0s ©
they didn't intend. (wire transfer, blogs posts,
etc.)

< Also known as XSRF, Session Ridingone click attack,

sidejacking Cross Site Reference Forgery, Hostile
Linking etc
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Samy Worm
Web Worm infects 1 millon
MySpace profiles using
XSS/CSRF

Session Riding
Thomas Schreiber discovers
CSRF, writes a white paper,
changes the name
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Zope discovers Web
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Original CSRF theory
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Drive-by-Pharming
CSRF used to target DSL Routers
to modify DNS settings to a
popular bank in Mexico.

Timeline

Domain Stealing
CSRF used to hi-jack Gmail accounts
and take control over domain names

2008
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MITRE CVE Trends 2007

Says CSRF is under reported
and predicts stats increase

2006

OWASP CSRF

CSRF added as #5

on the OWASP Top Ten project
2007

Intranet Hacking

WhiteHat Security discovers JavaScript
can use CSRF to perform browser port
scanning

XSRF
Jesse Burns (iSec), writes a white
paper, likes this acronym better

Cross Site Request Forgery
Peter Watkins discovers Client-Side
Trojans, CSRF, pronounces it "sea




WhiteHat Security Top Ten

Percentage likelihood of a website having a
vulnerability by class

9574

Cross-Site Scripting
Information Leakage
Content Spoofing
Insufficient Authorization
SQL Injection
Predictable Resource Location
Session Fixation

Cross-Site Request Forgery
Insufficient Authentication
HTTP Response Splitting




The Anatomy Of CSRF Attack
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The Anatomy of a CSRF Attack

A user is logged-in to a Web bank with a

“Transfer Funds” feature. After specifying the

“From™ account, “To” account, and dollar Fram: [ Select Account e

amount, the user clicks the “Continue” button. To:  [Select Account =
Amourt: §

Let’'s say the “From” account is “314159265," vate: 07D

the “To” account is “011235813,” and we’re
transferring $5,000.

+ Single
Recurring

| Continue |

The Web browser issues an HTTP request to the Web server executing the
process. The form values are located within the POST body and the session
credential (Cookie) in the headers. If the request was successful, $5,000 would be
transferred from account “314159265" to account "01123581.”

POST HTTP/1.1

Host: webbank

User-Agent: Mozilla/5.0 (Macintosh; U; PPC Mac OS X Mach-0;) Firefox/1.4.1
Cookie: JSPSESSIONID=4353DD35694D47990BCDF36271740A0C

from=3141592658t0=011235813&amount=50008&date=11072006




POST is NOT a Solution

Many Web applications, such as transfer_funds.cgi, do not distinguish
between parameters sent using GET or POST. Transfer Funds could be
initiated using GET. In Figure 3, the POST method is replaced by GET
and the parameters in the HTTP body have been added to the query
string.

GET

from=314159265&t0=011235813&amou
nt=50008&date=11072006 HTTP/1.1

Host: webbank
User-Agent: Mozilla/5.0 (Macintosh; U; PPC Mac OS X Mach-0; en-US;)
Firefox/1.4.1

nokije: D ONID= 4

Converting POST to GET is not required, JavaScript
can issue POSTs through Web Forms.




The Hack

When bank customers are still logged-in, they may stumble across a Web page
containing the HTML. A customer may find this link in a phishing email,
message board post, instant message spam, etc. The SRC attribute of the IMG

tag has a similar URL value to that of Figure 3, but has been updated with
another account number.

<IMG SRC=

from=314159265&t0= &amount=5000&date=11072006>

The IMG tag forces a “forged” request and if the customer is still logged-in,
$5,000 from account “314159265” will be sent to account “1618,” belonging
to the hacker. To the online bank the request completely legitimate. CSRF
attacks succeed because the customer is the one who is actually making the
request by automatically sending the session credentials (cookies).







